Panda Fusion < panda

a WatchGuard brand
Be3onacHOCTb, yNpaBieHne 1 noagepxka 13 obaka

MPOCTOE, LEHTPAJIN30BAHHOE YMPABJIEHWE W 3AWIMTA BCEX BAWMX YCTPOWUCTB

Fusion - 3TO KOMMNIEKCHbIV NPOAYKT A5 3aLUUTbI, yNpaBieHUs U NpefoCTaB/ieHUs yaaneHHON noaaepXXku Bcex Bawmx IT-ycTpoincTs, BKoYast
cMapTdOHbI M MIAHLWETbI. Byayun 061a4HbIM pelieHeM, MTHOBEHHO BHeIPSIeTCS B KOMMNaHuM 6e3 HeobxoanMocTu npuobpeTaTth U 06CIyXKMBATb

CepBEPHYI MHPPACTPYKTYPY.

[JocTynHblii B Ntoboe BpeMmsi 13 toboro mecta, Fusion ynpasnseTcs yepes o6bluHbIV 6pay3ep v npegnaraet:

@ MaKcmaanylo 3alMUTY OT BP€AOHOCHbLIX NPOrpamMMm 1 Apyrux HEM3BeCTHbIX yrpo3.

Go IKOHOMMIO 33 CHET aBTOMATU3ALMU YrpaBAeHns MHGPACTPYKTYPOI U LLEHTPaNU30BaHHOIO KOHTPOIS.

+_. BO3MOXHOCTb OpraHu“30BaTh AYyYLLYIO NOAAEPXKKY C MPOAKTUBHBIM PELIEHEM NPO6IEM 1 YAaneHHbIM HE3aMETHbIM JOCTYMOM K YCTPOWCTBaM
BHE 3aBUCMMOCTU OT UX MECTOMOIOKEHUSI.

MopaepXXvBaeT pasfinyHble NaaThopMbl 1 YCTPOMCTBA (MPUHTEpPbI, CEpBEpSI,
MO6ubHbIE YCTPOUCTBa U nnaHweTsbl, Windows, MAC, Linux, poyTepbl 1 CBUTYMK...)

LleHTpanu3oBaHHOeE ynpasfeHune
yCTpoiicTBamMu U3 obnaka B
ntoboe Bpems U3 ntoboro mecta
C nomolbio 6paysepa

3awmTa OT BpeAOHOCHbIX
nporpamm v yrpos

MAKCUMAJIbHAA MPOAKTUBHbBIE MOALEPXKA LLEEHTPAJTM30BAHHbIN
BE30MACHOCTb N OBCJITYKUBAHUE KOHTPOJIb N YNPABJIEHUE

KpyrnocyTouHas 3awmTa Bcex OnepaTuBHOe ynpasneHne HLMAEHTaMU 1 MoCTOAHHAs BUAUMOCTb BCETO

YCTPOWCTB BHYTPY U 3a Npefenamm yCTpaHeHKe HemMoNafoK ¢ MUHUMAbHbLIM annapaTHOro 1 NPoOrpaMMHoro
ochuca 6e3 pucka NoTepu AaHHbIX. BO3[€MNCTBMEM Ha No/ib3oBaTenen. obecneyeHus, BKoYas paboyme cTaHLuu,

cepBepbl, NNaHLWeTbl, CMapTdOHbI,
MPUHTEPbI N Apyrue o6bekTbl UT-

MHGbPaCTPYKTYpbI.

MoppepxvBaeMbie NAaTHOPMbI U CUCTEMHbIE TPe60BaHUS ANs: Panda Fusion



http://go.pandasecurity.com/panda-fusion/requirements
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Fus

@ 100% ob6nayHoe peweHue

3awuTa, ynpasneHve 1 NoagepxKa BCex yCTPOUCTB B Ntoboe
BpeMs U3 11060ro MecTa He3aBKCHMO OT UX MECTOMOOXEHUS.

He TpebyeTcs fononHUTeNbHAs KNMEHTCKas MHGPaCTPyKTypa.
lMpocToe LeHTpan1M3oBaHHOe ynpaBneHue Yepes Beb-6paysep.
Hu3Koe 1Cnonb30BaHMe PeCYpPCoB: O4eHb Ierknii areHT ¢

HU3KUM UCMONb30BaHNEM KaHana cBa3u npu sBHegpeHun MO n
ABTOMATUYECKOM OGHOBMIEHMM 3alnThbl.

Be3sonacHbiin cepBuc, Hannyme ceptudmkaTos ISO 27001,
SAST0, PCI DSS n FISMA.

& BesonacHocTb M 3awuTa OT BpeaoHocHoro M0

MonHas aHTMBPEAOHOCHas 3aluTa aaist ycTpoiicTs Windows,
Linux, Mac OS X n Android, a Takxe cepBepoB 1 HOYTOYKOB.

MakcrMmManbHas 3awmTa ¢ NoAKN0YeHEeM K KonneKTuBHOMyY
pa3syMmy B pexu1me peanbHOro BpEMEeH!.

IBpUCTUKA 1 AHTUIKCMNONTHAS 3alinTa NPOTUB HOBbIX Yyrpo3,
NCNONb3YyHLWNX HEN3BECTHbIE YA3BMMOCTU N aTaKn HyN1eBOro AHA.

daiiepBos (MepCcoHaNbHbINA UK YNPABSEMBbIIA).

LleHTpanun3oBaHHbI KOHTpONb ycTpoicTs (USB, DVD/CD,
mMofeMbl, ycTpolicTBa Bluetooth n T.4.).

LleHTpann3oBaHHOE ynpaB/ieHne KapaHTUHOM.
MOHWUTOPUHT 1 Be6-unbTpaLms no KaTeropusm.

Yp,aneHHaﬂ O4YNCTKa JaHHbIX 1 3allKTa naponem ansa
NOTEPAHHbIX TN YKPaAEHHbIX CMapTd)OHOB M nnaHWeToB.

YayylueHHble CpeacTBa 06HapYXeH s pyTKUTOB 1 rogueware.

WHBeHTapusauus M MOHWUTOPUHI YCTPOWCTB

‘-¢

@&chGuard

B peasbHOM BpPEMEHU
BMAMMOCTb U KOHTPOSb BCEX YCTPOWCTB B CETH, BK/tOYAs
CcMapTdOHbI M MNaHLLEeTh.

KOHTPO/Ib M1 MOHUTOPUHT UCMONb30BaHMS NPOLLeCccopa, NamaTu,
AMCKOBOrO NPOCTPAHCTBA, ciyx6, MO v T.4.

rpadJMKVI Npon3BOANTENBHOCTU U ONOBELLEHWUS.

Jloru nsmeHeHui annapaTtHoOro n nporpamMmMHoOro obecrieyeHus.
ynpaBneHme NNUEH3UAMN.

YnaneHHas aBTOMaTU3UpOBaAaHHaA Nopnepxka

He3aMeTHbIN yganeHHbI LOCTYN: 10TW CObbITUI, KOMaHAHas
CTpOKa, gucneTyep 3agay, nepepada dainos, peectp.

YoaneHHbIN JOCTyn K paboyemy CTO/y: COBMECTHbIV MW MOJHBIN.

Cuctema obMeHa coobLLeHN A8 NPSMbIX KOHTAKTOB MeXay
nonb3oBaTeNsiM1 1 COTPyAHUKamu UT-genapTameHTa.

TUKeTbl ANS OpraHM3aLun 1 KnaccubmukaLmm MHLMLEHTOB, 0bMeHa
[OKYMeHTaLMell 1 npoLeaypaMmn yCTpaHEHWs HeMonagokK 1 T.4,.

Co3faHue ClieHapWeB A5 aBToOMaTM3aLmMm 3a4aq.
BbicTpoe co3gaHue 3agau.

MaclwTabupyemas nnathopma, BOSMOXHOCTb MHTErpaLmm
6ecnnaTHbiXx KOMMNOHEHTOB B Halem ComStore.

B MWPE +1 (206) 613-08-95
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BHepgpeHue MO u ob6HOBNEHUI

O6Hapy»xeHve HeOBHOBIEHHbIX YCTPOMCTB 1 LeHTPaNn30BaHHoe,
aBTOMATMYECKOE MPYMEHEHME NaTyel onepaLyoHHbIX CUCTEM.

LleHTpan13oBaHHas ycTaHoBKa 0.

OBJIAYHAA TUTAT®OPMA YINPABJIEHUA

@ Aether Platform

O6nayHas nnaTdopma v KoHconb ynpasneHus Aether, obuias ans Bcex
pelweHuii Panda ans KOHEYHbIX YCTPOICTB, MpeafiaraloT onTuManbHoe
yrnpasneHue pacluMpeHHON afanTUBHOWM 6e30MacHOCTbIO KaK BHYTpH
ceTu, TaK U1 3a ee npefenamu. MpoctoTa, r’MOGKOCTb, fleTannsaums u
MaclTabupyemocTb.

bonbuwe u GbicTpee. [pocToe BHeapeHue

BHeppeHye, yCTaHOBKa M HAaCTPOIKa 3a CYNTAHHbIE MUHYTbI.
MakcvManbHas LLeHHOCTb C MePBOro AHs.

EQVHbIN NErknin areHT /15 BCeX NPOAYKTOB 1 Bcex naaTdopm
(Windows, Mac, Linux n Android).

ABTOMaTUYeCKoe o6Hapy>KeH|/|e He3allnleHHbIX yCTpOVICTB.
YpaneHHas YCTaHOBKa

CobCTBeHHbIe TEXHONOM UM MPOKCU, PENO3UTOPUS/KILLA.
OnTMManbHble KOMMYHMKaLIMU laXe C yCTpoMUCTBaMm 6e3
noaknto4veHns K MHTepHeTy.

NpocToTa ynpaBnenusa. ApjanTauua K Bawel komnaHwm

VHTYUTUBHO NOHATHas Beb-KOHCOMb. TMbKoe 1 MoaynbHOe
yrnpaeneHune, CHUXKatoLLee NOHYI0 CTOMMOCTb BNageHus.

Ponu nonb3oBaTeneii C NOAHbIMU UM OFPaHUYEHHbIMK NPaBamu.
YKypHasnbl akTUBHOCTEM.

MonnTukm 6e30MacHOCTH MO YCTPOMCTBAM U rpymnnam.
MpegycTaHOB/IEHHbIE U HACTPauBaeMble PONH.

VHBeHTapu3sauus "xenesa" n MO. XXypHanbl U3MEHEHUI.

Jlerkoe MaCII]Ta6VIpOBaHVIe BO3MOXHOCTEMN
ynpasJieHnA " 6e30MacHOCTH

B POCCUWM N CHT +T7 (495) 105-94-51

3ﬂECb He NpefocTaBnATCA ABHbIE NIV NOAPa3yMeBaeMble rapaHTun. /-|I06ble CI'IQLU/Iq)MKaU'VIVI MoryT 6bITb U3MEHEHbI N ﬂ}06ble OoXunpaemble B 6yﬂylLLEM
NpoAYKTbI, YHKLMM 1AM BO3MOXHOCTU ByayT NpefoCcTaBneHbl TOrAa, Koraa/ecnu oHun byayT gocTtynHbl. ©2021 WatchGuard Technologies, Inc. Bece npasa

[ns BHELpeHUs HOBbIX MOAY/eN He TpebyeTcs HoBast
MHPACcTpyKTypa. HeT pacxofoBs Ha BHeapeHue.

CBSI3b C KOHEYHbIMY YCTPOCTBaMU B PEaIbHOM BPEMEHM 13
e[MHOI BeH-KOHCONN.

Mopnpo6Hble OTYETbI, MAHENVN KOHTPONS U UHAUKATOPbI AJ1s
KaXoro Mogyns.
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