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NaHgemus ¢ KopoHaBumpycom COVID-19 wucnonb3lyetrca B KavyecTBe MNPUMAHKM BO
BPEAOHOCHbIX KaMMNaHUSIX C MPUMEHEHMEM TEXHUK COLMANBbHON NHXEHEPUN, BKIKOYAS CNaM,
BPeOOHOCHbIE NPOrpamMmsl, LWNMPOBANbLUNKA N BPEAOHOCHbIE 4OMEHDI. [0 Mepe Toro Kak
KOMIMYECTBO CNyYaeB 3apaXKeHns YBENNYMBAETCS YXKe TbiCiHaMu, TaKKe HabupatoT 060poThI
N COOTBETCTBYIOLME BPEAOHOCHbIE KaMnaHuu. dKcnepTbl Panda NOCTOSIHHO HAXoAsT HOBble
06pa3Lbl NOA06HbIX BpeAOHOCHbIX KaMMaHM, CBA3AaHHbIX C KOPOHABMPYCOM.

Cnam, CBSi3aHHbLIM C KOPOHaBUPYCOM

JkcnepTbl Panda obHapyunu oTnpaBneHne 1 NoayyYyeHne CnaMoBbIX MUCEM, CBSI3AHHbIX C
KOPOHaBMPYCOM, NMPaKTUYECKN BO BCEM MUpPeE, BKNOYAA N Takue cTpaHbl Kak CLUA, fdnoHutio,
Poccuio 1 Kutan. Bo MHOrmx wm3 3TUX MNUCEM, KOTOPble BbIMNAAAT TaK, C/IOBHO OHMU
oTnpaBfieHbl K3 oduUManbHbIX OpraHM3auuin, YTBEPXKAAETCs, 4YTO OHU copepxaT
OOHOBNEHHYIO UWH@OPMALUMIO U PEeKOMeHZauMuM OTHOCUTENbHO naHaemun. Kak w
60NbWNHCTBO CNaM-KaMMaHWI, OHU TaKXXe COlepPXaT U BPeAOHOCHbIE BIOXKEHMS.

OavH 13 npumepoB - cnam ¢ Temol nucbMa "Corona Virus Latest Updates", sikobbl
oTnpaBneHHbIn MUHUCTEPCTBOM 3apaBooXpaHeHnst. CooepXmMT peKoMeHpauum o ToM, Kak
NpeaoTBPaTUThL 3apaXKeHue, a B NMUCbME MMEETCS BNOXEHMEe, KOTOpoe SIKOObl CoaepXuT
06HOBNEHHY MHDOpMauu o KopoHaBupyce COVID-19. Bnpoyem, Ha camMOM fene OHO
COAEPXUT BPEAOHOCHYIO NpOrpaMmy.

) Corona Virus Latest Updates - Magilla Thunderbird - ] X
Eile Edit View Go Message Tools Help

E—‘ Get Messages v 7 Write Qf.hat & Address Book : v =
From Ministry of Health News Portal _ r 4 Reply " Reply All ~ -~ Forward More v
Corona Virus Latest Updates 02/07/2020, 3:34 AM

= —— L

Good day,

Grven the changing dynamics of the outbreak in China and glabally, and recognizing we are in the midst of influenza season, we ask anyone who
has been in China especially in Hubei province to consider staying home and keeping their children home until 14 days have passed from their last
visit to Hubei

Monitor yourself, relative and your children closely for symptoms, and if any symptormns anse, connect with your pnmary care provider, local public
health office or call 811. This is an important way to reduce the possibility of transmission of illness to others

We remain in regular contact with Chinese government and the province and are monitoring the situation closely, and will continue to keep you
informed of new developments

Kindly view and share the attached for latest updates and advice from the province, while we will continue to keep you informed of new
developments
Please note, if you are unsure of the origin of an external email please exercize caution before clicking on links or opening attachments,

u 1 attachment: Coronavirus Latest update.dat 324 KE [5) Save
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[pyrne cnamoBble MMCbMa MPO KOPOHaBUPYC CBA3aHbl C MOCTaBKaMW MPOAYKTOB NUTaHMUS,
KOTOpble Obl/IV HapyLeHbl B pe3ynbTaTe pacnpoCTpaHeHNA MHDEKLMN.

) Re: Cancel shipment due to corona vires _ Mew Shipping schedule details - Mozilla Thunderbird o o X
Eile Edit View Go MMessage Tools Help
[ Get Messages v " Wite CJChat & Address Book | 03 Tag =
> ¥ 2 - © Reply ® ReplyAll|v o Foruard  More v
Sulbject Re: Cancel shipment due to corona virus _ New Shipping schedule details 0271172020, %13 PM
- O
Dear

We are planning to ship the following orders next week but due to the corona virus we have postponed below shipment.
Please check details attached new shipping info and the shipping instructions and advice if we should still proceed

If you are no problem with above shipment time, we will proceed the shipment.

Thanks & Best Regards,

EA SRR R R R R R R R R R R R R RS R R R R R R R R R R

Tokyo tinplate sales department Trade team

Export Ando Import Dept.

f) 1 attachment: Shippig instructions_BL_INVOICE-PL.ace 390 KE [E) Save
L]

Cnepyrowmnii NnpumMep crnamMa Ha MTaNbSHCKOM Si3blKe COAEPXUT BaXKHYK MHGOpMaumo o
KOpOHaBupyce:

- ——————————————J
Subject Coronavirus: Informazioni importanti su precauzioni 3/3/2020,10:18 AM
To g

Gentile Signore/Signora,

A causa del fatto che nella Sua zona sono documentati casi di
infezione dal coronavirus, 1'Organizzazione Mondiale della Sanitd
ha preparato un documento che comprende tutte le precauzioni
necessarie contro 1'infezione dal coronavirus. Le consigliamo
vivamente di leggere il documento allegato a questo messaggio!

Distinti saluti,
@ (grganizzazione Mondiale della Sanitad -
Italia)

2 @J 1 attachment: f16752643390.doc 638 KE [5) save |v

u panda cloudav.ru/enterprise/



Cnepyouiee NMCbMO Ha MOPTYrasbCKOM fA3blke obewaeT HOBYK MWHGOpMaLMO 0O
npegnonaraemou BakumnHe npotns COVID-19.

efte « dlefiwebmondloyzs 2 ¥ Reply B Repho Al v o Toewand Moo v
4ot ENCLUSEN: Vackes pars o coraavins & ieitads. 32000, L3 AM

EXCLUSIVO: Vacina para o
coronavirus e testada.

Por BBEC - nvonsos 23980 dusiirads i 10 merdo
Avacing para o coronavires, o SARS-Cov., que provoca & covid-10. )4 asth sendp
lostada em Porugal, ¢ o5 resultados jd o£1%0 sendo 100% satisfaldnos

Cligua na imagam e tenha acessoe ao video ou cligee agul

Comganingg
F it Aieige, Fenha corfsnments, E)

Bbinn cnyyvam, Korgpa B TemMe CMNamoOBbIX MWCEM YMNOMWUHANUCL JleKapCcTBa MPOTUB
KOpOHaBMpyca, YTobbl MOMNbITaTbCA 3aCTaBUTb NHOAEN 3arpy3nTb BPeAOHOCHOE BNOXEHME.
NHorpa Takum BpeaoHOCHbIM BnoxeHuneM siBnsietcs HawkEye Reborn - 3To BapuaHT TposiHa
HawkEye, KOTOpbIN OCyLLeCTBASET Kpaxy MHopMaLnn.

== A N COROMA VIRUS CURE FOR. CHIMA,TTALY - Message [HTML) o @ R
m Message a@
: = bewr bt ‘3 B Ay Hrne 0
il 1[5 Meeting B Create OneMote i o
g x — —'&I ap e - & < e ﬁ Dy Retstea -
Delete  Reply Reply Forward B piq. Maove 1Y adions = | Mark Categorize Follow | Translate | Zoom
Al : = v Unead - up~ r R Seeac
Delete Respond Quick Steps L Move Tags “ il:ﬂll'\‘! Zoom
From: oa 1 (corona vieus) (D Sent: Wed 3/11/2020 7:24 PM
To:
Cc
e A o b L b eyt a0 S L S e

I Message | ) CORONA TREATMENT.doc (433 KB)

Dear Sirt'Ma,
Kindly read the attached file for your quick remedy on CORONA VIRUS

DEJIN

RESEARCH HOSPITAL ISREAL
NO 29 JERUSALEM STREET
P.O.B 80067

ISREAL.

[: DRJINS (CORONA VIRUS) E:J[J__J .
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https://blog.talosintelligence.com/2019/04/hawkeye-reborn.html

WHOMKaToOpbl KOMMpoMeTauun ONnA BPefoHOCHBIX BIIOXEHUN

b9e5849d3ad904d0a8532a886bd3630c4eec3abfaf0cc68658f5ee4a5e803be

O Extra Bne breaks in this message were remowved

From: pee————"""".}

Ta:
Cc
Subject: Faktura n. 47/ del 05032020
—| Message | 3] Documentt 2020-03096489 Fatturs nrals |52 KE)
Buongiorna,
ti invio Ia fattura di cortesia di questo mese come richiesto. Seguird fattura eletironica come da prassi
it
1329
Distinti saduti,
IE¥

Tii¥% + 39 0975 1904030

fsigrature/_loge png

| Contabilitfe#224;

BaTom cniydae MHOUKaTOPbl KOMMNPOMETAaUUN TaKUE:

SHA-256

6cchele72411c4f4b2033ddafe61fdb567ch0el7ba7a3247acd60cbd4bc57bfb
7¢12951672fb903f520136d191f3537bc74f832c5fc573909df4c7fa85¢c15105
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https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-file-names-and-malicious-domains#_msoanchor_1

Ewe ogHa cnamoBas KamnaHus 6Gblna HanpaBneHa NpPOTMB Mosb3oBaTenen B Utanuum -
CTpaHe, KOTOpas CUAbHO NOCTpagana B pe3ynbTaTe naHgemuun. B Teme n Tene nucem
cogepxutca TekcT “Coronavirus: important information on precautions” (KopoHaBupyc:
BaXKHasi MHdoOpMaLMs O Mepax MpegoCTOPOXHOCTU). B Tene nmucbMa yTBepxpaeTcs, 4TO
B/IOXXEHME B MUCbME - 3TO JOKYMEHT OT BceMnpHoOM opraHusaunm 3gpaBooxpaHerns (BO3), a
NOTOMY HaCTOATENbHO PEKOMEHAYETCS CKavyaTb 3TOT BIOXKEHHbIM OKYMeHT Microsoft Word,
KOTOPbIN COAepPXUT B cebe TposiHa.

Thu 3/12/2020 637 PM
Dr. Penelope Marchetti <«
Coronavirus: Informazioni importanti su precauzioni

Message [ F2155392625.doc (387 KB}

Gentile Signore/Signora,

A causa del fatto che nella Sua zona sono documentati casi di infezione dal coronavirus, I'Organizzazione Mondiale della Sanita ha preparato un documento che comprende tutte le precauzioni necessarie contro linfezione dal
coronavirus. Le consigliamo vivamente di leggere il documento allegato a questo messaggio!

Distinti saluti,
Dr. Penelope Marchetti (Organizzazione Mondiale della Sanita - Italia)

Korpa nosib3oBaTeNib OTKPbIBAET 3TOT AOKYMEHT, TO MOKa3biBaeTCs cregytouiee cooblieHme,
3aCTaBAsoLLEE MONb30BaTENS BK/IIOYNTb MAaKPOChI:

Microsoft Office Word 2020 restored:
This document was created in last version of Word Application
To view full content please, click “Enable Editing”, "Enable Content”

WHamkaTopbl kKomnpomeTauun (IOC)

SHA-256

dd6cf8e8a31f67101f974151333be2f0d674e170edd624efob850e3ee8698fa2
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BpegoHOCHbe  mporpaMmbl UM WWGPOBANbUMUKK,
CBAA3aHHble C KOPOHaBMPYCOM

Bnaropapss Hawemy cepBucy 100% knaccudukaumm, aHTUBMpPYCHas nabopatopus
Pandalabs cymena wgeHTUduunpoBaTb M 3abnokmpoBaTb cnegylowme BpPeLOHOCHbIe
ncrnonHsiemble haknbl, CBA3aHHbIE C 3TUMU KAMMAHUSIMU:

HasBaHue ¢aina SHA 256

595edc63e540ff4¢5991808da6a257d

17161e0ab3907f637c2202a384de67fca
49171c79b1b24db7c78a4680637e3d5

315e297ac510f3f2a60176f9c12fcf9
2681bbad758135767ba805cdea830b9ee

CoronaVirusSafetyMeasures_pdf.exe €9c0180eba2a712f1abal303b90chfl2c1l
17451cel3h68715931abc437b10cd

29367502e16bfle2b788705014d0142
d8bcb7fcc6a47d56fb82d7e333454e923

LIST OF CORONA VIRUS VICTIM.exe 3f40d4a0d0feleea58falc71308431b5c2¢
e6e381cacc7291e501f4eed57bfd2

POEA HEALTH ADVISORY re-2020 Novel Corona Virus.pdf.exe  3e6166a6961bc7c23d316ea9bca87d82
87a4044865c3e73064054e805ef5cala

POEA Advisories re-2020 Novel Corona Virus.2.pdf.exe b78a3d21325d3db7470fbflabd254e23d34
9531fca4d7f458b33ca93c91e61cd

Apyrue vccnegoBaTtenn BuUAenn, Kak KMbep-npecTynHUKNU MCNOMb30BanM OHMAMH-KapThbl
MOHUTOpPMHIra 3abo/ieBaHUsI KOPOHABUPYCOM, MoaMeHsst UX delKoBbIMU Beb-canTamu, C
KOTOPbIX 3arpyXanuncb M yCTaHaBIMBANMUCb BPeAOHOCHblE MporpaMmbl. Hke npuBegeHbl
X3 TaKMX BPEOOHOCHbIX MPUMIOXKEHWIA:

2b35aa9¢70ef66197abfb9bc409952897f9f70818633ab43da85b3825b256307
Ob3e7faa3ad28853bb2b2ef188b310a67663a96544076cd71c32ac088f9af74d
13c0165703482dd521e1c1185838a6al2ed5e980e7951a130444cf2feed1102e
fdab64c0ac9be3d10c28035d12ac0f63d85bb0733e78fe634a51474c83d0a0df8
126569286f8a4caeeaba372c0bdba93a9b0639beaad9c250b8223f8ecc1e8040

HoBbIl BapuaHT wudposanblymka CoronaVirus Mcnonb3oBasn A5 CBOEro pacnpoCcTpaHeHms
(helnKoBbIM CaNT N0 ONTUMMU3ALUN CUCTEMbI. XKepTBbl HEOCO3HAHHO CKaYMBaM C 3TOro camTa
cdanin WSGSetup.exe. 3atem 3T0T anin paboTan Kak 3arpy3ymk AByX BUAOB BPe4OHOCHbIX
nporpamm: wudposanbuk CoronaVirus u TposiH ans Kpaxkn naponei Trojan Kpot.

[laHHas KaMmMnaHus sBAsSIeTCS YacTblo MocnegHen TeHAeHUMW, Habnopgaemon cpeau
Wb POBANbLINKOB: OHa coyeTaeT WindpoBaHMe AaHHbIX C Kpaxkel MHdhopmaLuum.

Bonee Toro, 6bi1 3ameyeH euwe oauH WndpoBanblMK nog HaseaHneM CovidLock, HbiHe
nopaxarLwnin nonb3oBaTenern MO6UNbHbBIX YCTPOMUCTB. ITOT WNQPOBaNbLUK MNOABUACS U3
BpegoHOCHOro npunoxenus gna Android, kKoTopoe aKobbl NOMOraeT OTCNEXMBATb C/lyvau
3apaxxeHua COVID-19. WudpoBanbwmnk 610KMpPYyeT COTOBbIA TenedoH CBOEN XepTBbl,
npepocTaBnss emy Bcero 48 yacoB Ans onnaTbl Bbikyna B pa3Mmepe 100 ponnapos CLIA B
6MTKOMHAX 4719 BOCCTAHOBMEHUS OCTYMNa K CBOEMY YCTPOMCTBY. MHaye )epTBe yrpoxaroT
YAANUTb BCe AaHHble ¢ TenedoHa 1 YKPacTb AaHHbIe MX aKKAyHTOB B COL|CETSX.

U Pﬂnda cloudav.ru/enterprise/



[loMeHbl, CBA3aHHble C KOPOHaBUPYCOM

Kpome Toro, 3aMeTHO YBEIMYMUJIOCb YMCIO AOMEHHbIX MMEH, WCMO/b3YILWKMX B CBOEM
Ha3BaHUKM cnoBO "KopoHa" (corona). Huxe Mbl MNPUBOAMM CMUCOK TaKUX BPEAOHOCHbIX

NOMEHOB:

= acccorona [.] com m contra-coronavirus [.] com
= alphacoronavirusvaccine [.] com » corona-blindado [.] com

= anticoronaproducts [.] com = corona-crisis [.] com

= beatingcorona [.] com = COrona-emergencia [.] com
= beatingcoronavirus [.] com = corona explicada [.] com

» bestcorona[.] com = corona-iran[.] com

= betacoronavirusvaccine [.] com = corona-ratgeber [.] com

= buycoronavirusfacemasks [.] com » coronadatabase [.] com

= byebyecoronavirus [.] com = coronadeathpool [.] com

= cdc-coronavirus [.] com = coronadetect [.] com

» combatcorona [.] com » coronadetection [.] com

Kak paboTawT 3TW aTakwu

[eno B TOM, YTO BCe 3TW aTaKM WUCMONb3YKT BEKTOPbl NMPOHUKHOBEHUS, KOTOPbIE MOXHO
paccmaTpuBaTb Kak "TpaguumoHHble". Mbl B Panda BMAWM, 4TO BCe 3TW BEKTOPbI MOMYT 6biTb
3aKPbITbl TPAGAULNOHHBIMU AaHTUBMPYCHBIMU PELLEHUSIMU AN 3aLUMTbl KOHEYHbIX YCTPOMCTB. Mbl
B 3TOM C/ly4ae UCMOob3yeT CeayoLmne MexaH13mbl A1 06HapyXeHUs 1 6/I0KMPOBKU yrpos:

= CepBuc 100% knaccuduKauum, KOTopblii Knaccubuumpyet Kaxaplid GUHapHbI
dann n paspelaeT 3anyck TOMbKO TEM W3 HUX, KTO MPOBEPEH Halleih 06mavyHON

CUCTEMOM C MCKYCCTBEHHbBIM NHTEJINIEKTOM

= EDR-TexHONorumn, ocobeHHo cuctema obHapyxeHus UHpukatopoB atak (loA) no
NoBefEHUIO U KOHTEKCTY.

3 TOro, 4TO Mbl BUAUM B Halle nabopaTtopuu, Hanbonee pacnpocTpaHEHHbIM MPUMEPOM aTaK
ABNSIETCA MOYTOBble CMamMoOBble MWCbMa C MWCMNOMb30BAHUEM TEXHOMOMUIN COLMANBLHOrO
NHXWUHUPUHTA. TaKMe NMCbMa CofepXKaT Aponmnep, KOTOPbI 3arpy»aeT bMHapHbIN dhainn 3aech:

C:\Users\user\AppData\Local\Temp\geSw.exe
Xow: 258ED03A6E4D9012F8102C635A5E3DCD
PeweHus Panda o6HapyxuBarT gponnep Kak Trj/GdSda.A

[aHHbIN GUHapHbIN dann wudpyeT komnbloTep (nNpouecc: vssadmin.exe) u  yganset
TEHEeBble KOMUM C UCMONb30BaHMEM npouecca conhost.exe.
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https://twitter.com/jeremiahg/status/1234612630880321537

OdémnumanbHble UCTOYHUKM I0C

McnaHCKuUil HaLMOHaNbHbIN KpUNTorpaduyecKUin LLEHTP MMEET UCYEPTbIBAOLWMIA CMIUCOK
MHAMKaTopoB KomnpoMeTaumu (10C) Ha ypoBHe x3Llwel, IP-apecoB 1 JOMEHOB:

https://www.ccn.cni.es/index.php/en/.

MHdopmaums MoxeT 6bITb OCTYMNHA 34€eCh:
https://loreto.ccn-cert.cni.es/index.php/s/oDcNr5Jggpd5cin

Kak 3auuTuTb cebsa OT 9TUX U ApYyrux kKubep-
yrpos

Bnaropgaps cepsucy 100% knaccudukaumm, KoTopbid KnaccuduumpyeT Bce GBUHapHble
annbl o mx 3anycka M 610KMpyeT 3anyck obblX BPeaoOHOCHbIX GMHapHbIX dannos,

pelweHunsa Panda no 3awmTe KOHEYHbIX YCTPOMUCTB C ONUMAMMN PaCLUMPEHHOM 3alUTbl O4YEHb
3P eKTMBHbBI 411 OCTAHOBKM TaKNX BPEAOHOCHbIX KaMMNaHWUN, KaK U MHOTUX APYTUX.

ITOT CepBUC UCNOMb3YyeT BbICOKOIDMEKTUBHBI MEXAHU3M A5t OOHAPYXXEHUS U yaaNeHUs
BPEAOHOCHbIX MporpaMm M WKdpPOBabLMKOB €elle A0 MX 3anyCcKa He3aBMCMMO OT TOro,

ABNAOTCA /I OHWU HOBbIMW BapuvaHTaMM Yrpo3 UAM HOBbIMU BPELOHOCHbLIMU OOMEHaMWU,
KaK B C/lyYae C BPeAOHOCHbIMW 06 beKTaMu, cBA3aHHbIMK ¢ COVID-19.

MoBegeHYecKMe U KOHTEKCTyasibHble WHAMKaTopbl aTak (loA) o6HapyxuBalT WU
6N1OKMPYIOT HeobblYHble WabNOHbI MOBEAEHUSA Ha 3aLUMULLEHHbIX YCTPOMCTBAX: HaNpuMmep,
3arpy3ka mcnonHsiemoro cdarina m3 Word mam nonbiTka AOCTyna K HEW3BECTHbIM WU
BpefoHOCHbIM URL. Jltobasa nonbiTKa KOMMPOMETaUuM YCTPOMCTBA HEMEAJIEHHO
6NOKMpyeTCs, a BbINOMIHEHWE BPEAOHOCHbLIX AENCTBUN U MOAKIOYEHNE K BPELOHOCHbLIM
AOMeHaM OCTaHaB/NBaeTCA.
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https://www.ccn.cni.es/index.php/en/
https://loreto.ccn-cert.cni.es/index.php/s/oDcNr5Jqqpd5cjn
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